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PART I: Introduction

These guidelines provide guidance to member States of the African Union in
designing cybersecurity legislation and on the key features and benefits of a
standardized cybersecurity law.

1. Background

The implementation of cybersecurity legislation is an essential component
of the regional response to ensuring cybersecurity in Africa. The fourth rec-
ommendation set out in the Road Map for Digital Cooperation of the United
Nations (A/74/821) is to promote digital trust, security and stability. Following
a declaration adopted by the African Union Commission Specialized Technical
Committee on Communication and Information and Communications Tech-
nology in 2019 (AU/STC-CICT-3/MIN//Decl.), the African Union Commission
developed a Digital Transformation Strategy for Africa for the period 2020-
2030, which highlights the need for a greater capacity to detect and mitigate
cyberattacks and the fundamental responsibility of African Governments to
create an enabling environment with policies and regulations that promote
digital transformation across foundational pillars, including cybersecurity.' In
the Strategy, it is also stated that collaborative regulatory measures and tools
in the field of information and communications technology (ICT) are the new
frontier for regulators and policymakers as they work towards maximizing
the opportunities afforded by digital transformation across industries.? Digi-
tal transformation offers Africa tremendous opportunities; however, effective,
and efficient digital transformation in Africa can only be achieved with cyber-
security.

It is necessary to develop guidelines for a model law that can provide assis-
tance to African Union member States in the drafting of cybersecurity legisla-
tion that is compatible with best practices. In order to ensure a minimum set
of baseline standards by which African Governments can address cybersecu-
rity, the present guidelines have been produced with due consideration of
existing national cybersecurity legislation in Africa, the African Union Conven-
tion on Cyber Security and Personal Data Protection of 2014, the Council of

1 African Union, “The digital transformation strategy for Africa (2020-2030)", p. 7.
2 lbid.
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Europe Convention on Cybercrime of 2001, and the United Nations Norms of
Responsible State Behaviour in Cyberspace established by the Group of Gov-
ernmental Experts on Advancing Responsible State Behaviour in Cyberspace
in the Context of International Security. The guidelines also draw on other
current and proposed regional and international efforts in the field of cyber-
security, including efforts to develop a United Nations global convention on
countering the use of ICT for criminal purposes.

2. Scope of the guidelines

The guidelines are a set of non-binding guiding principles that African Union
member States may follow as they begin to establish standards for ensuring
cybersecurity and for cybercrime laws. The guidelines do not limit the opera-
tion of any existing or future national or regional law that expressly or implicit-
ly requlates cybersecurity or prohibits activity regarded as a cybercriminal of-
fence in a given jurisdiction. The guidelines do not provide specific legislative
language for stipulating the provisions of cybersecurity or cybercrime laws or
the implementation of such laws; rather, in recognition of the sovereignty of
States and the variation in their national legal systems, the precise language
of such laws is left to the discretion of States.

3. Purpose of the guidelines

Cybersecurity legislation covers the regulation, maintenance and promotion
of cybersecurity activities, critical national infrastructure and computer-re-
lated services. The guidelines are designed to assist African Union member
States in drafting, reforming and modernizing their cybersecurity laws so as to
take into account the particular features and needs of promoting cybersecu-
rity in the region. The guidelines are for use by African States and African pol-
icymakers and legislators who wish to understand the valuable components
of a model cybersecurity law.

The guidelines are aimed at linking best practices regarding substantive
offences, powers and mutual legal assistance, such as those enunciated in
regional and international cybersecurity treaties, with specific examples of
standards, principles and measures that define the various elements that
need to be included in cybersecurity legislation. They also provide guidance
on provisions relating to respect for human rights, law enforcement stand-



Guidelines for a model law on computer-enabled and computer-related crimes in African Union member States

ards, and judicial or other types of oversight. Poorly drafted cybersecurity laws
that diverge from international best practices can have a negative effect on
efforts to promote cybersecurity and on regional and international coop-
eration. Ineffectively drafted model laws can also cause countries to enact
inadequate cybercrime legislation, while at the same time criminalizing and
labelling conduct as cybercrime that other countries may not view as cyber-
crime. It is therefore important that countries follow an appropriate model for
developing cybersecurity legislation.

The guidelines contain a discussion of standard cybersecurity measures, in-
cluding those aimed at recognizing offences, and provide definitions of the
types of acts than can be criminalized under a model cybersecurity law. States,
lawmakers and regulators are encouraged to provide guidance for creating
cybersecurity programmes that are flexible, scalable, practical and consistent
with global best practices. Ultimately, the guidelines provide recommen-
dations on standards for cybersecurity laws and regulations in African juris-
dictions. They also provide guidance on law enforcement activities that can
be undertaken to ensure cybersecurity while prioritizing respect for human
rights in accordance with international and regional human rights standards.

4. Definition of terms

(1)  “"Competent authority”shall mean a judicial, administrative or oth-
er law enforcement authority that is empowered by domestic law
to order, authorize or undertake the execution of measures under
the national cybersecurity legislation with respect to specific crim-
inal investigations or proceedings.

(2) “Computer data” shall mean any representation of facts, informa-
tion or concepts in a form suitable for processing in a computer
system, including a program designed to cause a computer sys-
tem to perform a function.

(3) "Computer extortion”shall mean an attack or a threat of an attack
accompanied by a demand for money or some other response in
return for remediating or stopping the attack.

(4) "Computer system”shall mean any device or a group of intercon-
nected or related devices, one or more of which, pursuant to a
program, performs automatic processing of data.
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(5)

(6)

(8)

(13)

“Corporation”shall mean a limited liability undertaking within the
meaning of the applicable national legislation of a State.

“Critical infrastructure” shall mean all the assets, systems and net-
works — physical and virtual — that are essential to the proper func-
tioning of a country’s economy, public health, safety and security,
or any combination thereof.

"Cybercrime”shall mean, for the purpose of these guidelines, con-
duct as defined in Part II. General offences.

“Cybersecurity” shall mean the state of protection against the
criminal or unauthorized use of computer systems and data, the
measures taken to ensure such protection and the activities nec-
essary to protect network and information systems, the users of
such systems and other persons affected by cyberthreats.
"Cybersquatting”shall mean registering, selling or using a domain
name with the intent of profiting from the goodwill associated
with another person’s trademark or business reputation.
“Cyberthreat” shall mean any potential circumstance, event or
action that could damage, disrupt or otherwise have an adverse
impact on network and information systems, the users of such sys-
tems and other persons.

“Data controller” shall mean a natural or legal person, public au-
thority, agency or other body that, alone or with others, deter-
mines the purpose and means of processing personal data.
"Denial of service attacks”shall mean activities that prevent a right-
ful user from accessing a computer system, or rapid and continu-
ous online requests that are sent to a targeted server in order to
overload the server.

“Fraudulent inducement” shall mean deceitful practices designed
to persuade another party to act against their own best interest
and to the advantage of the party engaging in the deceitful prac-
tice.

“Guidelines” shall mean suggested cybersecurity legislative con-
tent for African Union member States, designed by the Economic
Commission for Africa, that is not part of any country’s body of leg-
islation and that is aimed at supporting the introduction of new
legislation or reforming existing law.

“Interception” shall mean the monitoring, modifying, viewing or
recording of non-public transmissions of data to or from a com-
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puter system over a telecommunications system, and, in relation
to a function of a computer system, includes listening to or re-
cording such a function or acquiring the substance, meaning or
purport of such function.

“Malware and viruses” shall mean a set of computer instructions
that are designed to infect computer programs or computer data,
modify, destroy, record or transmit data, or disrupt the normal op-
eration of a computer system.

“Officer’, in relation to a corporation, shall mean any director, part-
ner, chief executive, manager, secretary or other similar officer of
the corporation, and includes any person purporting to act in
such capacity; for a corporation whose affairs are managed by its
members, the term shall refer to any of those members in their
capacity as officers of the corporation as defined in this paragraph.
“Personal data” shall mean information relating to an identified or
identifiable natural person.

“Personal or human identifier” shall mean a subset of personally
identifiable information and data elements that identify an indi-
vidual and can permit another person to assume that individual’s
identity without his or her knowledge or consent.
“Ransomware”shall mean computer malware that is installed cov-
ertly in a computer system, computer program or computer data
to prevent access to it.

“Requested State”shall mean the State being requested to provide
legal assistance.

“Requesting State”shall mean the State requesting legal assistance
and may include an international entity to which a State is obli-
gated.

“Safe harbour”shall mean a national legal provision that will shield
an individual or entity in certain circumstances from being held
liable for activities.

“Service provider” shall mean a public or private entity that pro-
vides, to users of its services, the means to communicate by use of
a computer system, and any other entity that processes or stores
computer data on behalf of that entity or the users of its services.
“State of mind” of a person shall mean the knowledge, intention,
opinion or belief of the person and the person’s reasons for the
intention, opinion or belief.
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(26) "Unauthorized access” shall mean trespassing within, commu-

nicating with, storing data in, retrieving data from, or otherwise
intercepting and changing, computer resources without lawful
consent.

(27) "Vulnerable person” shall mean a natural person who is suscep-

tible to being disadvantaged, owing to particular characteristics,
including age, disability, gender or location.

General scope

(M

The cybersecurity legislation of States must be focused on the
prevention, investigation and prosecution of cyberdependent
and cyberenabled offences that are criminalized under statutes
established in accordance with national legislation.

Such legislation must be drafted with a view to responding to,
managing and preventing cybersecurity threats or incidents that
occur within and outside the country and that may threaten the
lives and property of citizens and residents and the national secu-
rity and defence of the State.

Generally, cybersecurity law covers cyberservices that are essential
for the functioning of society, State and local authorities, network
and information systems and critical infrastructure, and should be
aimed at imposing adequate measures to ensure organizational,
physical and information security and to prevent, mitigate and re-
solve cyberthreats and incidents.

States must ensure that, in national cybersecurity legislation, the
protection of human rights and fundamental freedoms is prior-
itized, public-private partnerships are ensured and States are en-
couraged to engage in public education, research and training to
enhance knowledge and skills pertaining to cybersecurity.
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PART Il: General offences

6. lllegal and unauthorized access

(1)  States shall adopt such legislative and other measures as may be
necessary to establish as criminal offences, when committed in-
tentionally and without authorization or exceeding authorization,
gaining access to the whole or a part of a computer system, in-
cluding access in relation to a computer system that is connected
to another computer system, or any action that obtains, alters or
prevents authorized access.

(2)  States shall adopt such legislative and other measures as may be
necessary to establish as criminal offences, when committed in-
tentionally and without authorization or exceeding authorization,
any act causing a computer to perform any function to obtain,
secure or prevent access to a computer program, system or data
held in that computer.

7. lllegal interception

States shall adopt such legislative and other measures as may be necessary to
establish as criminal offences, when committed intentionally, without author-
ization and without lawful excuse or justification, the interception of comput-
er data being transmitted to, from or within a computer system, including in
relation to a computer system that is connected to another computer system.

8. Misuse of computer devices and access codes

States shall adopt such legislative and other measures as may be necessary to
establish as criminal offences, when committed intentionally and without jus-
tification, the production, sale, procurement for use, possession, importation
and distribution of the following:

a)  Adevice, including a computer program, designed or adapted pri-
marily for the purpose of committing any offence established in
the national legislation as a cybercriminal offence;

b) A computer password, access code or similar data through which
the whole or any part of a computer system is capable of being
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accessed, with the intent that it be used for the purpose of com-
mitting any offence established in the national legislation as a cy-
bercriminal offence.

9. Unauthorized modification of a computer program or data

(1)

3)

States shall adopt such legislative and other measures as may be
necessary to establish as criminal offences the intentional and di-
rect or indirect unauthorized modification of the functioning of a
computer system by inputting, transmitting, damaging, deleting,
deteriorating, altering or suppressing computer data.

A modification of a computer program or data will be considered

as such if:

a) A program or data held in the computer are damaged, altered
or erased without authorization;

b) A program or data are added to or removed from a program
or electronic record held in the computer system;

c) Anactis carried out that impairs the normal operation of any
computer or program therein or causes normal operation to
deteriorate.

It shall be immaterial whether the unauthorized modification or

interference is, or is intended to be, permanent or temporary.

10. Unauthorized interference in computer systems

M

(2)

States shall adopt such legislative and other measures as may be

necessary to establish as criminal offences, when committed in-

tentionally, without authorization and without lawful excuse or

justification, the interference in the functioning of a computer

system or the hindering of a person who is lawfully using or oper-

ating a computer.

Interference or hindrance includes but is not limited to:

a) Preventing the functioning of a computer system by any
means;

b) Causing electrical, electronic or electromagnetic interference
to a computer system;

¢) Causing denial-of-service attacks;

d) Defacing websites;
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3)

e) Corrupting a computer system by any means, including
through the use of malware and viruses.

It shall be immaterial whether the unauthorized interference is, or

is intended to be, permanent or temporary.

11. Child pornography

(M

States shall adopt such legislative and other measures as may be

necessary to establish as criminal offences, when committed in-

tentionally or negligently in relation to the protection of children,

the following acts:

a) Publishing child pornography through a computer system;

b) Distributing child pornography through a computer system;

¢) Producing child pornography for the purpose of its publica-
tion or distribution through a computer system;

d) Possessing child pornography in a computer system or on a
computer-data storage medium.

Child pornography includes material that visually depicts:

a) Achild engaged in sexually explicit conduct;

b) A person who appears to be a child engaged in sexually ex-
plicit conduct;

¢) Images representing a child engaged in sexually explicit con-
duct;

d) Unauthorized images of nude children.

“Child" shall mean a person under the age of 18 or as otherwise

defined in national legislation.

“Publish” shall mean to transmit, disseminate, circulate, deliver or

exhibit.

"Distribute” shall mean to exchange, barter, lend, sell or offer for

sale, let on hire or offer to let on hire, offer in any other way or

make available in any way.

“Possession” shall mean to have in possession or custody or under

control.

“Produce” shall mean to print, photograph, copy or make in any

other manner.
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12. Misleading content targeted at children

States may adopt such legislative and other measures as may be necessary to
establish as criminal offences the use of misleading words or digital images on
the Internet targeted at children and aimed at grooming children to enable
the commission of criminal acts, including the creation of domain names on
the Internet to deceive minors to enable the commission of acts that may be
considered criminal under national legislation.

13. Offences in relation to identity

States may adopt such legislative and other measures as may be necessary to
establish as criminal offences, when committed intentionally, the following
acts:

a)  Assuming the identity of another person (whether living, de-
ceased, natural or corporate) with or through access to a comput-
er system or in relation to other standards stipulated in national
law;

b)  Obtaining, disclosing or procuring the personal data or person-
al or human identifier of a living or deceased person in order to
assume the identity of such person with the intent to commit or
facilitate the commission of a criminal offence with or through ac-
cess to a computer system.

14. Denial of service attacks

States may adopt such legislative and other measures as may be necessary to
establish as criminal offences, when committed intentionally, the following
acts:

a) Flooding the bandwidth or resources of a targeted computer
system or servers with traffic, thereby preventing the legiti-
mate users from accessing information or services;

b) Compromising and taking control of multiple computers
with security flaws in order to use them to commit the act
described in subparagraph (a) above.
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15. Ransomware and computer extortion

States may adopt such legislative and other measures as may be necessary
to establish as criminal offences the intentional covert installation of malware
or viruses on a computer system, thereby preventing access to it, followed
by demands for a ransom payment in exchange for returning access or not
publishing or exposing data held on the computer system.

16. Fraudulent inducement

States may adopt such legislative and other measures as may be necessary to
establish as criminal offences the intentional and fraudulent sending of un-
requested or unsolicited messages by electronic means, or the creation of
deceptive websites or Internet hyperlinks, to elicit personal or financial infor-
mation from unsuspecting victims, with the intent to use such information
for fraudulent purposes or other purposes of beneficial interest to the perpe-
trator.

17. Online infringement of copyright and related rights

States may adopt such legislative and other measures as may be necessary to
establish as criminal offences the online infringement of copyright, including
defining the liability of intermediaries when they act outside the scope of
safe-harbour provisions.

18. Cybersquatting

States may adopt such legislative and other measures as may be necessary to
establish as criminal offences the intentional taking or making use of a name,
business name, trademark, domain name or other word or phrase registered,
owned or in use by another person on the Internet or any other computer
network, without authority or right and with the intent to benefit therefrom.

19. Unlawful obtention of personal data
(1)  States may adopt such legislative and other measures as may be
necessary to establish as criminal offences any act committed by a
person knowingly or recklessly with the intent to:
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()

Obtain or disclose personal data without the consent of a
data controller;

Elicit the disclosure of personal data to another person with-
out the consent of a data controller;

Retain the personal data without the consent of the person
who was the data controller when the data were obtained,;
Sell or offer to sell personal data that were obtained in the
circumstances stated in the present paragraph.

Paragraph (1) above may not apply if the obtention, disclosure,
procurement or retention of personal data:

a)

Was necessary for the purposes of preventing or detecting
crime;

Was required or authorized by the enactment of a law, a rule
or the order of a court or tribunal;

Was justified as being in the public interest.
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PART Ill: Criminal Procedure and
Determination of Liability

20. Criminal intent

States shall adopt such legislative and other measures as may be necessary to
establish intent where a person through computer enablement, whether in
part or in whole, is deemed to intend to cause or contributes to causing an
offence established under the national legislation that results from the use of
or intervention in a computer system.

21. Criminal negligence

States shall adopt such legislative and other measures as may be necessary to
establish criminal negligence where a person through computer enablement,
whether in part or in whole, is deemed to have negligently caused an event,
if, without intending to cause the event, the person causes it by voluntary
action from the use of or intervention in a computer system without due care,
as would be reasonably necessary under such circumstances.

22. Attempt, aiding and abetting, and conspiracy

(1)  States shall adopt such legislative and other measures as may be
necessary to establish as criminal offences, when committed in-
tentionally, an attempt to commit any cyberoffence established in
the national legislation.

(2) States may adopt such legislative and other measures as may be
necessary to establish as criminal offences, when committed in-
tentionally, aiding or abetting in the commission of any offence
established as a cybercriminal offence in accordance with national
law.

(3) (3  States may adopt such legislative and other measures as
may be necessary to establish as criminal offences, when commit-
ted intentionally, conspiracy to commit any offence established as
a cybercriminal offence in accordance with national law, whether
the medium used in whole or in part was cyberenabled.
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23. Liability of persons

M

()

3)

States shall ensure compliance and effective enforcement of cy-
bersecurity legislation by imposing convictions, sentencing and
punitive measures for the commission of offences outlined in leg-
islation.

States shall adopt such legislative and other measures as may be
necessary, consistent with and subject to their domestic laws, to
ensure that legal persons other than the State and public insti-
tutions can be held liable for offences established in national cy-
bersecurity legislation that are committed on their behalf by their
organs or representatives.

Such liability may be criminal, civil or administrative and shall not
exclude or be without prejudice to the criminal liability of the nat-
ural persons who have committed such offences.

States shall hold liable both natural and legal persons for the com-
mission of offences established in accordance with their national
cybersecurity laws through the application of sanctions that are
effective, necessary and proportionate.

24, Offences by corporations

(1)

States may ensure that, in a proceeding for an offence under na-

tional cybersecurity legislation, it shall be evidence that the corpo-

ration had a particular state of mind in relation to a particular act
where there is evidence that:

a) An officer, employee or agent of the corporation acted within
the scope of his or her actual or apparent authority;

b) The officer, employee or agent had that state of mind.

Where a corporation commits an offence stipulated as a cyber-

criminal offence under national legislation, a person shall be liable

for the same offence as the corporation if that person is either:

a) An officer of the corporation, or a member of the corporation
(in the case where the affairs of the corporation are managed
by its members);

b) Anindividual involved in the management of the corporation
and in a position to influence the conduct of the corporation
in relation to the commission of the offence.
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3)

Where a corporation commits an offence stipulated as a cyber-
criminal offence under national legislation, a person shall be liable
for the same offence as the corporation if that person either:

a) Consented, connived or conspired with others to cause the
commission of the offence;

b) Isin any other way, whether by act or omission, intentionally
party to the commission of the offence by the corporation;

c) Knew orought reasonably to have known that the offence by
the corporation would be or was being committed, and failed
to take all reasonable steps to prevent or stop the commission
of that offence.
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PART IV: Criminal Procedure and Law
Enforcement

25. Procedural and substantive powers

States shall develop and maintain an effective and rule-of-law-based national
criminal justice system that can ensure that any person prosecuted for of-
fences covered in the national cybersecurity legislation is brought to justice,
while ensuring full protection of human rights and fundamental freedoms in
accordance with the African Charter on Human and Peoples'Rights and other
international human rights instruments.

26. Scope of procedural measures
(1)  States shall adopt such legislative and other measures as may be
necessary to establish the powers and procedures required for the
purpose of specific criminal investigations or proceedings.
(2) States shall apply such powers and procedures to:
a) The offences established in their national legislation as cyber-
criminal offences;
b) The collection of evidence in electronic or digital form of a
criminal offence established in their national legislation as a
cybercriminal offence.

27. Conditions and safeguards

States shall ensure that the establishment, implementation and application of
powers and procedures are subject to conditions and safeguards provided for
under their domestic laws, which shall provide for the total protection of hu-
man rights and fundamental freedoms, in line with international and regional
human rights standards, including rights arising pursuant to the obligations
that States may have undertaken pursuant to the African Charter on Human
and Peoples'Rights.
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28. Preservation and disclosure of computer data

Subject to appropriate standards and legal domestic considerations, States
may adopt such measures as may be necessary to enable their competent
authorities to order the preservation and disclosure of data that have been
stored by means of a computer program or system, in particular where such
data are relevant for investigation purposes, law enforcement or judicial pro-
cesses.

29. Production and obtention of computer data
States shall adopt such measures as may be necessary to empower their com-
petent authorities to order:

a) Persons in their territory to submit specified computer data in
the person’s possession or control;

b) A service provider offering its services in their territory to sub-
mit data or information on services or service users that is in
the service provider’s possession or control.

30. Search and seizure of stored computer data

(1)  States shall adopt such measures as may be necessary to empow-
er their competent authorities to search or access:

a) A computer system or part of it and computer data stored
therein;

b) A computer-data storage medium in which computer data
may be stored on their territory.

(2) States shall adopt such measures as may be necessary to ensure
that, where its authorities search or similarly gain access to a spe-
cific computer system or part of it, and have grounds to believe
that the data sought are located or stored in another computer
system, or are connected to or form part of another computer sys-
tem in their territory, and such data are lawfully accessible from,
or available to, the initial system, the authorities shall be granted
powers within lawful standards to extend the search or gain ac-
cess to that other computer system.

(3) States shall adopt such legislative and other measures as may be
necessary to empower their competent authorities to seize or
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take into their possession where necessary such computer data as

have been accessed. These measures shall include the power to:

a) Seize or similarly secure a computer system or part of it or a
computer-data storage medium;

b) Make and retain a copy of those computer data;

c) Facilitate the integrity of the relevant stored computer datg;

d) Render inaccessible or remove those computer data in the
accessed computer system.

31. Authorized warrants

(1)  States shall authorize competent authorities, upon application to
a competent court of appropriate jurisdiction, to issue an inter-
ception warrant to facilitate the demand for, collection of and/or
recording of computer data, where such specified data are nec-
essary for law enforcement, criminal investigation or criminal pro-
ceedings.

(2) States shall provide that, upon satisfaction on the basis of an ap-
plication to a court of competent jurisdiction by a law enforce-
ment officer that a specified item of computer data is reasonably
required for the purpose of a criminal investigation or criminal
proceedings, the court may order that:

a) A person in control of a computer system produce the speci-
fied computer data;

b) AnInternet service provider produce specified computer data
or produce information about persons who subscribe to or
otherwise use the service.

32. Blocking, filtering and removal of illegal content

Taking into account the principles of legitimacy, necessity and proportion-
ality, States may adopt such legislative and other measures as may be nec-
essary to provide powers to competent authorities for the blocking, filtering
and removal of illegal content on the order of a court, on certain specified
legal grounds, for the purpose of ensuring cybersecurity, or for the purpose
of ensuring the respect of the rights of citizens in relation to cyberenabled
criminal activities.
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33. Jurisdictional scope

(M

States shall adopt such measures as may be necessary to exercise
criminal jurisdiction over the cyberenabled offences established in
accordance with their national laws if either:

a) The offence is committed in the territory of that State;

b) The offence is committed on board a vessel that is flying the
flag of that State or an aircraft registered under the laws of
that State at the time the offence is committed;

c) The offence is committed by one of its nationals, if the offence
is punishable under the national cybercrime law in the place
where it was committed, or if the offence is committed out-
side the territorial jurisdiction of any State.

States may also establish their jurisdiction over any such offence

when:

a) The offence is committed against a national of that State;

b) The offence is committed by a national of that State or a state-
less person who has his or her habitual residence in its terri-
tory.

States may also adopt such measures as may be necessary to es-
tablish jurisdiction over the offences covered by their national cy-
bersecurity legislation when the alleged offender is present in the
State's territory and the State does not extradite the offender on
the grounds of nationality pursuant to a request for extradition.
Having regard to the principle of double criminality, States intend-
ing to exercise jurisdiction over cybercriminal offences established
in their national cybersecurity legislation in cases where one or
more States are already conducting an investigation, prosecution
or judicial proceeding in respect of the same conduct shall, with-
out prejudice to norms of general international law, consult one
another with a view to coordinating their actions in respect of the
exercise of jurisdiction.
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PART V: Cybersecurity Cooperation

34. Cooperation and mutual legal assistance

M

States shall develop appropriate policies for coordinating the shar-
ing of cybersecurity information among relevant security sectors
to increase the volume, timeliness and quality of cyberthreat in-
formation-sharing so that States may better protect and defend
themselves against cyberthreats.

States shall develop appropriate policies to coordinate voluntary
programmes for sharing information among public and private
sector entities with a view to enhancing classified cyberthreat and
technical information-sharing among law enforcement bodies
and other stakeholders that provide cybersecurity services.

35. Measures to enhance law enforcement cooperation

(1

States may take appropriate measures to ensure law enforcement
cooperation. States shall cooperate closely with one another, con-
sistent with their respective domestic legal and administrative
systems, to enhance the effectiveness of law enforcement action
to combat cybercriminal offences covered under their national
cybersecurity legislation. States shall in particular, adopt effective
measures:

a) To enhance and, where necessary, to establish channels of
communication among their competent authorities, agen-
cies and services in order to facilitate the secure and rapid ex-
change of information concerning all aspects of the offences
covered under their national cybersecurity legislation;

b) To cooperate with other States in conducting inquiries with
respect to offences covered under their national cybersecuri-
ty legislation, including:

i) The identity, whereabouts and activities of persons sus-
pected of involvement in such offences or the location of
other persons concerned;

ii) The movement of proceeds of crime or property derived
from the commission of such offences;
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iii) The movement of property, equipment or other instru-
mentalities used or intended for use in the commission
of such offences;

c) To provide, where appropriate, necessary information for ana-
lytical or investigative purposes;

d) To facilitate effective coordination among their competent
authorities, agencies and services and to promote the ex-
change of personnel and other experts, subject to bilateral or
multilateral agreements or arrangements between the States
concerned;

e) To exchange information and coordinate administrative and
other measures taken, as appropriate, for the purpose of early
identification of the offences covered under their national cy-
bersecurity legislation.

With a view to ensuring cybersecurity, States may consider enter-

ing into bilateral or multilateral agreements or arrangements on

direct cooperation between their law enforcement agencies and,
where such agreements or arrangements already exist, amending
them to incorporate cybersecurity objectives.

36. International cooperation

(M

(2)

The operation of domestic cybersecurity legislation shall occur
in conjunction with, and with consideration of, provisions estab-
lished by international agreements and mechanisms.

States shall establish regimes to provide mechanisms to ensure a
single point of contact for incidents and their resolution in coop-
eration with other governmental, law enforcement and sectoral
efforts at the international level.

States shall make use of existing means for international coopera-
tion with a view to responding to cyberthreats, improving cyber-
security and stimulating dialogue between stakeholders. These
means may be international, regional, intergovernmental or based
on public-private partnerships.

37. Public-private partnerships

(M

States shall develop multi-stakeholder engagement models for
public-private partnerships for cybersecurity monitoring, preven-
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()

tion and mitigation and to enhance cyber-resilience and trust in
the African region.

In furtherance of public-private partnerships, States may establish
entities that are charged with setting cybersecurity standards for
the private sector relating to security and welfare, including mon-
itoring and implementation agencies, such as a national cyberse-
curity committee, to administer the implementation of public-pri-
vate partnerships.
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PART VI: Cybersecurity Management

38. (ritical infrastructure

M

States shall ensure that national cybersecurity legislation imposes
strict obligations for the maintenance and protection of computer
networks that, if compromised, could cause significant disruption,
destruction and interference to critical infrastructure and informa-
tion systems.

States shall identify critical infrastructure at greatest risk of cyber-
threats.

States shall use a risk-based approach to identify critical infrastruc-
ture where a cybersecurity incident could reasonably result in cat-
astrophic regional or national effects on public health or safety,
economic and financial security, or national security.

Each State shall ensure that its national cybersecurity legislation
lists and defines what will be considered as ‘“critical infrastructure”
and provides a regulatory framework for the maintenance and
protection of that “critical infrastructure”.

39. Computer emergency response

(1)

(2)

States shall establish specialized cybersecurity management bod-
ies and teams responsible for cybersecurity management and for-
mulate emergency response plans.

States may also direct the establishment of national and sectoral
teams for the purpose of responding to computer network emer-
gency incidents and coordinate such responses along national
and/or sectoral lines. The national and sectoral teams will work in
coordination to respond to and mitigate cybersecurity incidents
and threats.

States may mandate the national and sectoral emergency re-
sponse teams to establish a cyberincident registry or database
in their respective jurisdictions for the collection and collation of
data on cybersecurity incidents, analysing cybersecurity incidents
and performing cybersecurity supervisory functions.
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40. Cybersecurity points of contact

To ensure expedited operational cooperation on cybersecurity in the African
region, States shall take appropriate measures to designate a point of contact,
equipped with trained personnel to facilitate the operation of the network,
that is available twenty four hours a day, seven days a week to ensure the pro-
vision of immediate assistance for the purpose of investigations or proceed-
ings concerning offences established as cybercriminal offences in national
legislation, or for the collection of electronic evidence necessary for investiga-
tive or law enforcement purposes.

41. Cybersecurity strategies and framework

(1)  States shall design and develop appropriate cybersecurity strate-
gies and frameworks to identify, assess, monitor, prevent and miti-
gate cyberthreats in their respective jurisdictions.

(2)  The cybersecurity strategy and framework shall include a set of
standards, methodologies, procedures and processes that align
policy, business and technological approaches to address cyber-
threats in the State’s jurisdiction.

(3) The cybersecurity strategy shall incorporate global and regional
consensus standards and best practices. The cybersecurity strate-
gy shall focus on identifying cross-sectoral security standards and
guidelines that are applicable to cybersecurity.

(4) The cybersecurity strategy shall also identify areas for improve-
ment to enable technical innovation and the monitoring and
measuring of organizational standards and shall provide guidance
that enables national cybersecurity sectors to provide services
that are aligned with the standards, methodologies, procedures
and processes developed to address cyberthreats.

42. Establishment of a central authority for cybersecurity

regulation
States shall ensure that their national cybersecurity legislation includes provi-
sions establishing the authority or authorities responsible for regulation of cy-
bersecurity measures in their territory, as well as its or their scope and powers.
The national cybersecurity authority shall:



Guidelines for a model law on computer-enabled and computer-related crimes in African Union member States

a)

Monitor cybersecurity trends such as vulnerabilities, risk man-
agement, governance practices and breaches with the poten-
tial to affect the domestic cyberspace;

Perform long-term strategic analyses of cyberthreats and in-
cidents in order to identify emerging trends and help prevent
incidents;

Interact with and support government departments that are
responding to cybersecurity incidents;

Promote communication across cybersecurity-related sectors
and departments regarding cybersecurity;

Advise the national institutions, bodies, offices and agencies
on cybersecurity research needs and priorities to support ef-
fective responses to current and emerging risks and cyber-
threats;

Oversee the development of regulatory cybersecurity re-
sponse guidance to assist the State in the continued mitiga-
tion of cyberthreats;

Support the State in the implementation of national cyber-
security laws, policies and strategies and assist in the imple-
mentation efforts related to the ratification and adoption of
regional and global cybersecurity treaties;

Engage with national and international stakeholders in efforts
to manage and evaluate cybersecurity;

Raise public awareness of cybersecurity risks, and provide
guidance on good practices for individual users, organizations
and businesses, including cyberhygiene and cyberliteracy.

43. Cybersecurity assistance and support for victims

In fulfilment of their obligation to monitor and prevent cybersecu-
rity threats and oversee the welfare of citizens, States may imple-
ment support systems to advise, support and protect the victims
of offences established under national cybersecurity legislation,
including establishing designated agencies that will be charged
with providing support to victims.

Each State shall take appropriate measures within its means to
provide assistance and protection to victims of offences covered
by national cybersecurity legislation, in particular in cases of threat

(M
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3)

of retaliation or intimidation and having particular regard to the
most vulnerable groups in society.

Each State shall establish appropriate procedures to provide ac-
cess to compensation and restitution for victims of offences cov-
ered by national cybersecurity legislation.

Each State shall, subject to its national cybersecurity laws, enable
the views and concerns of victims to be presented and considered
at appropriate stages of the criminal proceedings against the ac-
cused in a manner not prejudicial to the rights of those accused
and consistent with the protection of their rights under the law.

44, Education and training

(1

States are reminded that cybersecurity regimes impose impor-

tant duties relating to the maintenance and protection of systems

upon governments, the private sector, institutions and citizens;
therefore, the importance of public education and awareness shall
be considered alongside the important function of regulation.

Each State shall adopt measures to build capacity by providing

training covering all areas of cybersecurity to various stakeholders.

States shall promote technical education for information and

communications technology professionals, within and outside

governmental bodies, through certification and standardization of
training, categorization of professional qualifications and the de-
velopment and needs-based distribution of educational material.

As part of the plan for promotion of public education and training,

States may:

a) Develop and implement programmes and initiatives to raise
awareness among, educate, train and disseminate informa-
tion to citizens on cybersecurity issues;

b) Encourage the development of a cybersecurity culture in en-
terprises;

¢) Foster the involvement of civil society;

d) Launch a comprehensive and detailed national curriculum in
schools for students.

States, in fulfilment of their obligation to monitor and prevent cy-

bersecurity threats and oversee the welfare of citizens, may imple-

ment support systems to advise vulnerable groups of society on
cybersecurity matters.
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45. Cybersecurity research and development

States shall support research and development programmes to
guide the overall direction of national cybersecurity and the de-
velopment of information technology and networking systems to
meet cybersecurity objectives, including with a view to:

(M

Designing and building complex software-intensive systems
that promote cybersecurity;

Building new protocols to enable robust Internet security;
Developing and designing cybersecurity solutions locally;
Developing solutions that protect critical national infrastruc-
ture;

Protecting privacy in conjunction with improved security,
including the identity of and information on individuals and
their lawful transactions when stored in distributed systems
or transmitted over networks;

Combatting internal and external cyberthreats;

Improving consumer education and digital literacy to address
the human factors that contribute to cybersecurity;
Protecting information processed, transmitted or stored using
cloud computing or transmitted through wireless services;
Achieving other objectives that are set with input from stake-
holders, including national laboratories, industry and academ-
ia, as appropriate.

46. Amendments to domestic legislation

States shall also adopt such measures as may be necessary to facilitate the
review and amendment of cybersecurity laws to facilitate flexible and appro-
priate responses to existing and future cyberthreats.
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